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both:EE+ZE/N\ 7y FEEBRLET,
EESMF(E [ge]l . [le] DWITNHERELET,
ge: SIZE LLETARY EE
le: SIZE UTTA RN MEE
A2 — T T A ADEEDIEET X 0~1048576(BAT:kByte)ERELET,
A2HF—TITAREEG Ry bD—0%&] ZANDUET,
R RID—=DZICDNTIE 31, 1>5—T 1A R] TTHERLIIZEELN,

interval BEMNDERD->F—/)VUL1-60 (BfAI: 9) THRELXT.

traffic & - 1 X

interface

FER, [EE] RYZZIVYIUTREANSZ—HRIFLET.



4-8-10. NUA—770> 3> D8N - #HEIEEERTE

1. AR bPZEFERTTER. [BE] - (702328l 20Uy OUET,

FUA—sE

user il
+ | P23 mB

2. U a>oEERE. [BFE] - [7023>0Eml #o0UvoUET.
U — s
wser ]

user event ‘ link v status ‘ ifup ~ | interface

o | aci E’Eﬁﬁ -




4-8-11. NUB—=770>3>2 : A=)L
AR MRERICA—ILERET BT IS 3V ERELET.
‘ &l | action | 1| mail VI;| SELEL v RELRL v RELRL v ORELRL v

==

AT OEEZITVET
I5H NES
action AR MRERICA—)ILEXRETDT7I>3a>(E [maill ZRELET.
to EEFXDA—IL T RLAZASDUET,
RETDA—ILT RLR%Z [BRELRW] . [from] OWITNhERELET.
fromEE L)) BELEL  BETOA—LT FLREEBLET.

from: [from] ZRELEBERIEA—ILT KLAZANTHI2RELAHYET,
A=)LBA MUIE [BELRW] | [title] DWLWITNHZEFRELET,
title(GRTE L72LY) BRELGL  A—LAA FILEEBLET,
title : [title] ZRELIIBEEA—ILEA FILEANTIBHEAHY FT,
A—=)LARX (L ERELRL] . [message] DWLWINHERELET .
BRELLEL A—LEAIXANEERBLET,
message(F¢E L7RuLY) message : [message] Z#HELIBEEA—ILAX (K 1024 XF) %
ANTERENHY FET,
A—ILAEAXIZ%IPY%EAND EA Yy E—DITIPT FLANAVET,
A2H—=TITARD P 7 RLABHIE [FRELRWN]  [notice-ip] DLYTN
NZEERELUET,
RELALY : notice-ip ZHMELET,
) notice-ip : [notice-ip] #&E L=Hm&IE lauto] L LLIE TRy FT—%
notice-ip(BXTE LIRLY) %] #EANLES,
& Ry NID—UZICDNTIE 131, A1>F—T T R] TTHERLIZEL,

A B8—T x4 RIZ [auto] ZADLI=BE, TIAHILML—FDA VA —
T4 ADIP 7 RLREKBYZET,

wiE. [ZE] REZEIUYOUTRENEE—HEELET.
4-8-12. NUAH=7702 3>  BEH
AR NEERCBESSEZ 703 ERELET,

&l | action | 1| reboot v | system ¥
==
UTFOREZITVET,
HE RS
action AR MREKFICHBREETE 377023 >(& [reboot] ZRELET .
UJ— boIEE [system] . [mobile] . [ipsec] ODWLWITNHERELET .
reboot system A ABRENEELET,

mobile: B/ JLBEHRDBEINFKELET,
ipsec:lPsec DEEMAFELFET,

FER, [EE] RYZZIVYIUTREATZ—BRIFLET.



4-8-13. kU

H—=r7o>3>: MJH—

AN NRER(CSEREFHD NN —REDER M EZL BB T7 I 32 Z/RELF T,

@ | action | 1| trigger ~ trigger;lename ~

&=

UFOREZITVET .

=[S AE

action AR MRERFCHBIREISE 770> 3 >3 [trigger] ZEREULET .
REBHDRNIH—2EANDUET,

hUB—% & [48. hUH—] T [BMNTS hUH—R] OREFHD NUH—TE>BL

BaE [BFE] KBUET,

~NUH—EESSTE [enable] . [disable] . [handover] OWWTNHEETE
ULFET,

~NUH—EhE enable : feEE SN b H—DEZIE

disable : Stz b H—DEMIE
handover : D k) H—& 4D M) HA—DENEDNZEANEZ

HER. [EE] RYZOVYIUTGREREZ—HRELET.

n BETEFA—BEOEY ENETILI L LLTRETT,
BEL. BEB®O MY H—IZxt LT handover ZiEE L-15EDEEIZEIILEH A,

4-8-14. NUH—770> 3> :DJx4 ~

AR MRER(C—ERBZ/F D7 IS I ZRELET .

& | action | 1| wait ~ | wait l;|
=EE
UTFORREZITVET .
HE RS
action AR MRERIC—ERBZEF DI a>(E [wait] ZHELET.
wait FERIR 1~7200 (B : #) ZRELFET,
[enable] . [disable] DWWISNHIZERELET,
variance enable : I E &Nt M) H—DEHE

disable : §EE &tz b1 HA—DESE

FER., [EE] RYZZIVYIUTREATZ —BRIFLET.

s
il

PUA=TFTOLavE, BRTHHTELGWOLEAEL STV ELSICEREL
CFEEL,




48 REH-—EX

4-8-15. NUH—=770>3> )L—h
AR MR R EIBNL BB ET S 7023 > ERELET.

‘ & | action | 1| route v oadd v netwurk‘ | nex(hup| ‘ FEE v

T DREZITVET,

IEH NE
action AR SRERCREZEIN,/HIBRZITD70>3> (& [route] ZRELET,
route ) [add] . [remove] DWVWVITNHERELET.
route B add:BREDERZEBMLET,
remove: BREDEBZHIBRLET,
network 585 IP 7 RL-R/<1-32>&EAFLET,
R IP P RLABELL ERY hD—0&2Z AN UET,
nextho & Ry ND—OBICDNTIE 131, 13H—TTAR] TTHRR A,
ABUwoEF BEELRWT o [metric] OWITNHERELET.
metric(F&TE L72LY) HELDL : metric & LET,

metric : [metric] ZRELHEIEA R YIDERE1~255 % AN LET,

HER. [EE] RYZOVYIUTGREREZ—HRELE T,




4-8-16. NUH—=770>3> : JOT7AIVEE
AR NRERICIEELETOI 7 AILICIERIT 270232 /ELUET.
& | action | 1 switch-profile l;|

=
UTOEEZITVET,
IS S
action AR MREB(CIEELETOT7AILICERIT 27023 >
[switch-profile] Z:&ELET .

EIILOTOT7AILES1~8ZANULET.

switch-profile . _ o .
& B/INAILERTE [3-2-2. TOT7A(IL] OTOT7AILESZECHERIIZE,

FER., [EE] RYZZIVYIUTREATZ—HRIFLET.

4-8-17. NUH—ESTE
1. [BE] RY>OVUvo%. [RE] RIIRRRESNET,

event | link v status | ifup v | interface

& |action | 1 | reboot ~ | mobile ¥

+ | P23 o8

2. [®E] RI2ZIVYITBERENMREFSN. RIRSNFET .
event | link w | | status | ifup v | interface

@ | action | 1 | reboot ~  mcbile ¥

+ | P38
( [ED] )




5% [

COETEF. FEBFOOT 2SRRI DS EICDNTHBALET.

5-1. OJE@mOMRSY > (ZDNT

FOJVEELE(CERSN 3R> ZHBLET.

BHOIESA STOOTRE

|nﬂﬂﬂﬂﬂﬂﬂﬂﬂ|

/

UFoOIR-SOMRE > &HBALET .

IHE

NEN

[(RIFFOUBFA] RY>

[(BHOIBFA] MY 2Ty IR EENOOTZEEL. R—ZIERH
BHENFT.

[ETOOJER] RT>

[(2ToOJVEBIRF>ZIUYITDEZBR—SORTEREEMER [ D7
L& tar.gz] TEELET.

[(DVUF] RF>

[(DUT] REZZOUYTTBEZER—ODETOOTEREHRLET .

R—SRE>

O21E#RIE 1 R—= 500 TRRULET . 500 ITHEICR—HEX TLNE, R—JRSY
SHMEX TVWEEY,

N—ZBHI 255 [n] RY2ZIVUYILET,

[FR] RY>

R—ZEEANCR-ZBESZANL. [FR] RIZEZIUYITBEANESD
R=DICBHTEXT,
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T/ \1LEEiRROY

HEV—ILDOAZ1—H5, (O] - [BE/\qJL@EERKOJ] 20UV oULFET, E/NAILE
(RO —BOR—IHERREINET,

BT ILEEHREOD

B/)ILBERFOS

2TOOTEE

Aug 10 23:21:31
Aug 10 23:21:30:
Aug 10 05:38:24
Aug 10 05:38:23 ¢
Aug 10 03:34:05
Aug 10 03:34:04
Aug 918:17:25:
Aug 9 18:17:
Aug 9181717
Aug 9 18:17:16:
Aug 914:43:34:
Aug 9 14:43:33 ¢
Aug 910:42:50: E/1LBERFNEHT - EREELLET

Aug 910:4244: TOTFILABFENTVRLES. U-EIZETULET
Aug 910:42:43 : E/JLEERFE AMMSTA E L TEHRLELT

Aug 910:42:40: SIMZDw MEEALET

Aug 910:42:40: REF ST EEALET

Aug 9 10:42:36: BESNTVEEA

Aug 910:42:19: EFEEHY - EXRMBLET

Aug 9 10:42:02 : ystem started---

Aug 9 10:40: ARSI - EXRELLET

Aug 900:00:17: E/AILBERFSEY - E22ELLET

Aug 900:00:11: FOTPAILAFBREEINTLREZS. T—EREETLET
Aug 900:00:10: &/ -1/LEERFE AMMS74ELTERLELE

Aug 900:00:07: SIMZOv MMEEALET

0 0nnnAT. hE T =t emml

B ) fefr)e]o)u)

SRR —EXERIELEY
ENTVERA
FREY - ERERELET
SNTVFEA
FHEY - EREEELET

BEINTLEEA
SEFSIHT - EXzELELET

IEIES] AE

OJDRELEEZ L. B/ \AIVBEHRKROBFRENRRENET .,

Eetsioz 7 falms) ;
CBRRACDT pomcEe. £oHLLnSERDET.




5-3.

ARLANCS

REY—ILDOAZ1—M5,

DRX5510 DRX5010

R LAN O —EBDOR—hHRRSNE T,

(O] - [B\RLANOJ] 20Uy OUFET,

58 0O

fERLANOY

EFRLANOY

Aug 8 20:40:57 :
Aug 8 20:40:57 -
Aug 8 20:40:57 :

Aug 8 20:40:56
Aug 8 20:40:56 :

-system started--
~system started---
~system started---
~system started--

iled to remove interface wlan0_1 from bridge br-lan: No such device

jeinit ifname=wlan0_1 disabled_11b_rates=0
TRL-EVENT-TERMINATING

CS Re

P-DISABLED
s interface state ENABLED->DISABLED
: Remove interface ‘wlan0_1"
s wlan0_1: AP-CSA-FINISHED freq=5200 dfs=0
: CTRL-EVENT-CHANNEL-SWITCH freq=5200 ht_enabled=0 ch_offset=0 ch_width=20 MHz (no HT) cf1=5200 cf2=0 dfs=0
EE 802.11 driver had channel switch: freq=5200, ht=0, vht_ch=0x0, offset=0, width=0 (20 MHz (no HT)). cf1=5200, cf2=0
P-ENABLED
Aug 8 20:40:57 : wlan0_1: interface state COUNTRY_UPDATE->ENABLED
C5-COMPLETED freq=5200 channel=40

sults: PFreq: 5200 SFreq: 0 BW: 20 VHTO: 0 VHT1: 0 HW_MODE: 5 EDMGCH: 0

ETOOIRHE

IHE

AE

iR 00

OJDREUEZ &, R LAN OB1F

Ll

—_=

AT

<EFE, £oFLnOT ERDET,

BB TR RENFT.
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5-4. WANOZ

1. ®BEYV—ILOAZa—hm5, [OP] - [WANOJ] #OUvVOUET,
WAN O —BDOR—IHRRENET .

WANOZ
WANDOY
2TOOIBR
Aug 11 22:42:31 ¢ wan @ IPF FL2Z - . v EBELEY.
Aug 910:42:31 1 wan : o 2% T = — B UPIRIEIC AR D E Lz,
Aug 910:42:31: wan : PP ELZ » . o EBELET.

Aug 910:42:20: wan @ PP FLAEBHLET.

Aug 910:42:02 ¢ - ~system started-—

Aug 823:59:51: wan : 4/971 AW UPHREEICTR D E LT,

Aug 823:59:51: wan: PF7FL-Z . e - e mEELETY.
Aug 8235946 wan : IPT FLAERERLET.

Aug B 23:59:24: - ——-system started-—

Aug 823:56:41: wan #/971 AP UPHRREICTR D F LTz

Aug 823:56:41: wan @ PP ELZ » . o EBEGELET.
Aug §23:56:35: wan: PP FLAEBHLET,

Aug B 23:56:19: - ——-system started-—

Aug 823:38:58: wan : {/971 ZHUPIREEICIR D E L.

Aug 823:38:58: wan : PP ELZ » - o EBEGELET.
Aug 823:38:52: wan: PP RLAEBHULET.

Aug 823:38:37: - ----system started---

Aug 823:21:15: wan 4/'971 AHUPIREEICIR D E LTz,

Aug §2321:15: wan: PP FL-Z d - W ERELET.
Aug 823:21:09: wan : P7 FLZERHLET.

Aug B23:20:54: - ~—-system started-—

Aug 823:03:30: wan : 4/1971—X?J*UP4XR?\LMD§L,L

Aug 823:03:30: wan: PP FL-Z d B W EEELET.
Aug 823:03:24: wan: PP FLXEEHMLET.

Aug 8 23:03:09 ~system started-—

PPN P R T

SIS RE

OJDOFELUZRLE. WAN OBIWERENRRENET .

STERISY /
e FET<EE, £0HLLOTERDET,




5-5. IPsec1/
1. BEYV-ILOAZa1—h5, [OJ] - [IPsecO7] #OUwWOULZET,

IPsec O —EBDOR—IHRRSNET,

58 0O

IPsec14)

IPsec1/)

LTOOIDE

Aug 10 23:2129 : shutting down interface br-lan/br-lan 192.168.62.1:500

Aug 10 23:21:29 : shutting down interface br-lan/br-lan 192.168.62.1:4500

Aug 10 23:21:29 : shutting down interface ethi/eth1

Aug 10 23:21:29 : shutting down interface ethi/eth1 .

Aug 10 23:2129 : shutting down interface lo/lo 127.0.0.1:500

Aug 10 23:21:29 : shutting down interface lo/lo 127.0.0.1:4500

Aug 10 23:21:29 : forgetting secrets

Aug 10 23:21:29 : 1 crypto helpers shutdown

: shutting down

:initiating all conns with alias="test01"

ading secrets from "/etc/ipsec.d/rooster_os_ipsec_test01.secrets”

ading secrets from "/etc/ipsec.secrets”

dding interface lo/lo 127.0.0.1:4500

dding interface lo/lo (esp-hw-offload not supported by kernel) 127.0.0.1:500

:adding interface ethi/eth1 ‘

dding interface ethl/eth1 (esp-hw-offload not supported by kernel)
:adding interface br-lan/br-lan 192.168.62.1:4500

Aug 10 06:09:29 : adding interface br-lan/br-lan (esp-hw-offload not supported by kernel) 192.168.62.1:500

Aug 10 06:09:29 : Kernel supports NIC esp-hw-offload

Aug 10 06:09:29 : listening for IKE messages

Aug 10 06:09:29 : Failed to load connection "test01": attempt to load incomplete connection

Aug 10 06:09:29 : connection test01 must specify host IP address for our side

Aug 10 06:09:29 : seccomp security for crypto helper not supported

Aug 10 06:09:29 : seccomp security not supported

Aug 10 06:09:29 : Using Linux XFRM/NETKEY IPsec kernel support code on 5.4.48

JUF

]3] 4]

o

SIS RE

OJDOFEELUZRZIE. IPsec DEMEREENTRRENE T

SRERBEZ A !
SRRACDY porcEe. EoHLLnsERDET.
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5-6. L2TP/IPsec?”/

1. BEYV-ILDOAZa—m5. [OJ] - [L2TP/IPsec OJ] #0UvILFET,

L2TP/IPsec O —EDR—IHRRSNE T,

L2TP/IPsec1%/

L2TP/IPsec1)

U7

Aug 11 01:03:55 : L2TP/IPsect—/ (FIEIELE LT
Aug 10 23:21:28 1 L2TP/IPsec —/ (DREICERLE LT

L2TP/IPsectr—/ (& BIE L& LT,

L2TP/IPsectr—/ (DEEENCER L E L

death_handler: Fatal signal 15 received

L2TP/IPsect—/ (REIE LE LT,

Aug 10 03:34:21 : Listening on IP address 0.0.0.0, port 1701

Aug 10 03:34:21 : Forked again by Xelerance (www.xelerance.com) (C) 2006-2016
Aug 10 03:34:21 : Inherited by Jeff McAdams, (C) 2002

Forked by Scott Balmos and David Stipp, (C) 2001

: Written by Mark Spencer, Copyright (C) 1998, Adtran, Inc.
xi2tpd version xI2tpd-1.3.15 started on DRX PID:31748

Using 12tp kernel support.

: Not looking for kernel SAref support.

L2TP/IPsectf—) (ZEEILE LT

 death_handler: Fatal signal 15 received

L2TP/IPsectr—) (RIEIELELTE,

: Listening on IP address 0.0.0.0, port 1701

Forked again by Xelerance (www.xelerance.com) (C) 2006-2016
Inherited by Jeff McAdams, (C) 2002

Forked by Scott Balmes and David Stipp, (C) 2001

Written by Mark Spencer, Copyright (C) 1998, Adtran, Inc.

Aug 10 03:34:01 : xi2tpd version x12tpd-1.3.15 started on DRX PID:30555

Aug 10 03:34:01 : Using I2tp kernel support.

Aug 10 03:3401 : Not looking for kemel SAref support. .

170200 atna CaiaEn] )

EE AE

N O DFLE LB E. L2TPIPsec DEWEREEN ERENET .
e FEAEE, £DFLLOT ERDET,
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PPTPOY
HMEY—ILDAZ1—m5. [OJ] - [PPTPOYJ] #OVUvIULET,

PPTP O —EDR—IHERRSNET,

PPTPOIY)

pPTPOY

STOOTEE

Aug 10 23:21:23 : MGR: Maximum of 10 connections available
Aug 10 23:21:23 : MGR: Manager process started
Aug 10 23:21:23 : MGR: Maximum of 100 connections reduced to 10, not enough IP addresses given
Aug 10 23:21:23 : PPTPH—) (EREILELZ.
Aug 10 23:21:23 : PPTPH—)(&EIELEL.
Aug 10 05:38:09 : MGR: Maximum of 10 connections available
Aug 10 05:38:09 : MGR: Manager process started
Aug 10 05:38:09 : MGR: Maximum of 100 connections reduced to 10, not enough IP addresses given
Aug 10 05:38:09 : PPTPH—) (EREILELI.
Aug 10 05:38:08 : PPTPH—) (& BIELE LIz,
Aug 10 03:33:56 : MGR: Maximum of 10 connections available
Aug 10 03:33:56 : MGR: Manager process started
Aug 10 03:33:56 : MGR: Maximum of 100 cennections reduced to 10, not enough IP addresses given
Aug 10 03:33:56 : PPTPH—) (BEEILELE.
Aug 10 03:33:55 : PPTPH—/) (EEIELELE.
:41:42 : MGR: Maximum of 10 connections available
: MGR: Manager process started
: MGR: Maximum of 100 connections reduced to 10, not enough IP addresses given
: PPTPH—/ (RS L Ui,
: PPTPH—/ (REIELE L.
: MGR: Maximum of 10 connections available
: MGR: Manager process started
: MGR: Maximum of 100 connections reduced to 10, not enough IP addresses given
: PPTPH—/ UEE# L Uic.
: PPTPH—/) (&EIE L& Uiz,

EE AE

OJDOFELUZKZE. PPTP OEMERENRRENET.
FEAIF<EE KDFLWLWOTERDETY,

Euteis2faiuie)
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7 RLREROT
BEV-ILOAZ1—n5, (O] - [FZRLABRAOI] 25Uy I UET,

7 RLRBROT—BOR—HRRENET,

7 RLAgEROD

FRLAgROY

BHOJBEEEA ETOOTRE

system started--- -

U BT L AR (p-change) EELELET .

b UD—REEDT L RRREEE period) ZRIELET .

system started-—-

Aug 22 18:09: BUF—REEDT L REBRREE (p-change) ZBILLET .

Aug 22 18:08:24: UD—HEEEDT L RFREE period) 2 EIELET.
[
[

Aug 22 18:06:20: U —HEEDT 1L ASRIER Gp-change) 2 BIELET .
+ BUS—HEEDT F L ABRREEE period) 2EIELET .

Aug 22 17:52:55 1
Aug 22 17:40:37

FUBD—HEEDT R L REREEE (p-change) ZEIELET .
FUB—#EEOT R L RARREE (period) 2 BIELET .

ystem started—
ystem started—
ystem started--- -

Aug 20 15:32:54 ¢
Aug 20 15:29:59 ¢

H
S

HE AE

OJORELZEZE. 7 RLABROBIFREIFRENET,
EIEHFEE KoFLLWOTERDET.

iRz 00




5-9. DHCPOY
1. BEVYV-ILOAZa1—h5, [OJ] - [DHCPOY] #0UwvoULET,

DHCP O —EDR—HHRRSNET,

DHCPO

DHCPOY
BHEOJBEA 2TOOIRE
Aug 113:36:46: 7RZ b( NOTEBOOK-CF-5X2 ) MAC( .o V[T 192.168.62.104 EEIDETELEZ,

Jul 3117:06:21 : 7RZ & NOTEBOOK-CF-5X2 ) MAC( s )[C 19216862104 ZBI DL TE LIz,
Jul 31 14:08:08 ; ~----=----------system started---

HE AE

OJDF4E U & DHCP OEMEIREENRRENET.
EIEHFEE KoFLLWOTERDET.

iRz 00
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5-10. WAN/\— hE— ~OY

1. BEY-IDOAZa—n5. [OF] - [WAN/\—hKE—bOJ] 20Uy IULFETY.

WAN /\— hE— hOJ—EBDR—HERRSINET,

WAN/\— R —+0O7

WAN/\— FE— 02

BHOTAESA ETOOIVEE

Aug 10053813 : FUF—EEEMSUNDMS WAN) | — RE— FEBIIELET .

FUBD -0/ \— bE— bR LET .

FUBD -0/ \— bE-hEEELET.

UD—BEEDSUnDMS WANJ\— bE— FEBIELEY .

: RUS—HEEDSunDMS WAN) \— E— MEBSIELETS.

Aug 91042:53: FUF—HED/\— FE— MEBEEBRLET.

Aug 9 10:42:02 :

UA —REEEDSunDMS WANJ \— bE— bR EELET.
A —HEEEDSunDMS WAN/ \— FE— hEBSIELETY.

Aug 823:57:21: RUS—#EED/\—E—FEBIEUET.
Aug 8235721 RUF—REEEDSuDMS WAN/ \— hE— hREIELET.

Aug 823:56:49: U —BEEEDSUDMS WAN/ \— hE— hEBIIALET.
Aug 82355 FUSA—HEEED) \— FE— FEBBRLET.
Aug 8235 system started---

Aug 8233 FUB—BED/ \— bE- FEEBEULETY.

Aug 823:39:20: U —HEEDSunDMS WAN) \— hE— MEBIELET.
Aug 8233907 RUF—REEEDSUDMS WAN/ \— hE— hEBIIALET.
Aug 823:39%:06: FUF—HED/\—FE—MEBEEBRLET.

Aug 8233 system started---

Aug 8232 U7 —HEEDSUnDMS WAN \— hE— hEIEELET.
Aug 8232 US—REED) \— bE— PEBIELET.
Aug 8232 U7 —HEEEDSUnDMS WAN) \— hE— hEBIIAL Y. .
P N ey S e
R e

[ AR e
D

i
S

SIS RE

OJDOFEELZEZE. WAN/\— bE— hOBIWERENRRENET .

SRERBEZ A !
SRRACDT pohcEe. EoHLLngERDET.




5-11. PPPOY
1. J/EVYV—ILDOA=Z1—H5, [OJ] - [PPPOJ] #OUWOULET,

PPP O —EDR—IHRRSNET,

pPPOY

pppO%f

BHOJEEA 2TOOTRE

Aug 9 10:42:02:
Aug 823:56:24
Aug 8 23:56:19
Aug 8§ 25:38:37:
Aug 8 23:20:54
Aug 823:03:09:
Aug 8 22:45:27
Aug 822:27:43:
Aug 8 22:10:03
Aug 8 21:52:17:
Aug 821:3438:
Aug 821:16:58
Aug 820:36:24:
Aug 820:25:51:
Aug 820:12:29:
Aug §20:01:32:
Aug 8 17:47:27 ¢
Aug 8 17:43:45:
Jan 112:14:39
Aug 2 13:21:50:
Aug 2 13:13:36:
Aug 2 11:47:38
Jul 3114:08:04

~system started---
-system started---
-system started-—-
~system started---

~system started---
~system started---
system started---
~system started---
~system started---
~system started---
system started---
Jul 31 13:46: system started---
Jul 30 20:23:02 : system started---

o)) o) 7)e) o) 0] 0] 2] 2] ]

EE AE

OJDFELUEZIE. PPP OEMERENTRRENET,
FEAIF<EE KDFLWLWOTERDETY,

Euteis2faiuie)
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5-12. SunDMS4

1. BEY-ILDOAZa—H5. [OJ] - [SunDMS OJ] #0UvIULFET.

SunDMS O —EDOR—IHRRSNET,

SunDMS1//

sunDMsSOI%)

Aug 12 01:26:47 : DMS: sleep 600 seconds (failed to create session)
Aug 120 SSL_connect: evp_err(337047686): [ssl/statem/statem_cint.c#1913]
Aug 12 01:26:47 : Server certification status: 19

Aug 12 01:1 DMS: sleep 600 seconds (failed to create session)

Aug 12 01:1 SSL_connect: evp_err(337047686): [ssl/statem/statem_cInt.c#1913]
Aug 12 01:16:46 : Server certification status: 19

Aug 12 01:0¢ DMS: sleep 600 seconds (failed to create session)

Aug 12 01:06:45 : SSL_connect: evp_err(337047686): [ssl/statem/statem_clnt.c#1913]

Aug 12 01:06:45 : Server certification status: 19
Aug 12 00:56:44 : DMS: sleep 600 seconds (failed to create session)

Aug 12 00:56:44 : SSL_connect: evp_err(337047686): [ssl/statem/statem_clnt.c#1913]
Aug 12 00:56:44 : Server certification status: 19

Aug 12 00:56:13 : DMS: sleep 30 seconds until link becomes active
SSL_connect: evp_err(337047686): [ssl/statem/statem_clnt.c#1913]
Server certification status: 13

: DMS: sleep 600 seconds (failed to create session)

S5L_connect: evp_err(337047686): [ssl/statem/statem_cint.c#1913]
Server certification status: 19

DMs: sleep 600 seconds (failed to create session)

SSL_connect: evp_err(337047686): [ssl/statem/statem_cInt.c#1913]
: Server certification status: 19

DMS: sleep 600 seconds (failed to create session)

Aug 12 0026110 : SSL_connect: evp_err(337047686): [ssl/statem/statem_clnt.c#1913]
Aug 12 002610 : Server certification status: 19

Aug 12 00:16:09 : DMS: sleep 600 seconds (failed to create session)

[ T
D

#

IEIES] AE

OJ OFEUZI & SunDMS OEMEIREENRIRENET,
LIEHEEE KoHLLWOTERDET.

iR 00




5-13. hUAX—OY
1. BEY-LOAZ1-—m5, [O7] - [FUA-OJ] 20Uy ILET.
NUH—DI—BOR—SRFRENET.

FUBH—-OT

rIH-0F

BHOJERA ETOOURE

Aug 12 01:35:38 : U —BEEEDSUNDMS WAN) \— E— MEBIBLET
Aug 12 01:35:37 : ~UA—#ERED/ \— FE— MEMIBLET
Aug 12 01:35:35: MU —HEED/\— FE—FERELELET
Aug 12 01:35:35 1 UH—#EEDSUDMS WAN) \— hE— MEBILLET

IEIES] AE

OJDRELEEZ E. NUA—DBWEREN R RENET.
LIEHEEE KoHLLWOTERDET.

iR 00
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5-14. = X5 LA070
1. BEVYV-ILOAZa1—h5, [OJ] - [RFAO00] #OUYOULET,

SRAFAOT—EDR—HERRENFET,

S AF A0V

2RTL0Y

EmOJBFEL LTOOIRE

Aug 12 01:35:40: SEFEREREFLELR.

Aug 12 01:35:36 1 UH—BEREORERBNTET L= LT,
Aug 12 01:35:35: SUN—BEORERBEEEITLEY.
Aug 12 01:35:35 1 D7 A7 UA —LBEORERBRNRT LELR.

Aug 12 01:3!  IFATIARREORERREEITLET.
Aug 12 01:33:48: OTIRFLERELET.

Aug 12 01:3347: OJ 2 RAFLEBIELET,

Aug 1114:37:21: 7 B/ (2R FE— FTENELET.

Aug 11143634 7 B/ (R FE—FTENELET.

Aug 11 14:34:54: 7R/ (A FE—-FTEWELET.

Aug 11142608 7 1/ (2R FE— FTENELET.

Aug 11142244 7 B/ (R FE—FTEHELET,

Aug 11 14:016:57: 7 /(A FE—FTEWELET .

Aug 11 01:1 TR R EE-FTEWELET .

Aug 11 01:1 =
Aug 11 01:19:
Aug 11 01:19:1
Aug 11 01:1
Aug 11011

: IFATIA—JUREORERBRSET UE L.
IFATOA—REEORERREETLET .
BEiERERELELE.

Aug 11 01:1 I7AT7 T4 - REDRERBRS R T UELR.
Aug 110141 IFATOA—REEORERREETLET .
Aug 110121 T WebUIERIFA LET .

Aug 11 01:1 I7AT7 T4 - REDRERBRS R T UELR.

Aug 11 01:17:46 1 J7 A 74— LREORERMEETLET.
Aug 11 01:09:04 : 7 /(>R FE—FTEWELET .

R

N4 nrAnnD S~ —Fu i

o))l

EE AE

OJDRELZRZ L. ST ADBIFRENRRENET.
FEAIF<EE KDFLWLWOTERDETY,

Euteis2faiuie)




5-15. 7owROY
1. BEY-ILOAZ1-n5, [OY] - [FoER09] 20Uy ILET.
FOCAOI—EON—SHERENET .

Fot209

P iniz)

2TOOTRE

Aug 11 01:17:57 : 100000.WebT7 472 2 041 > B #H501P=192.168.62.104. 1 —H & =root.
Aug 11 01:02:56 : 100000.WebT? 712 2 /7 = B $B6E5E1P=192.168.62. 104, 1—H & =root.,
Aug 10 03:32 TORZ 0T 2 R EEEIP=192.168.62.104 1—HF=root,
Aug 9 10:42:02 --system started-—

Aug §23:59:24
Aug 823:56:19
Aug 823:38:37:
Aug 823:20:54
Aug 8 23:03:
Aug 8 22:45:27

Aug §22:27:43
Aug 822:10:03
Aug 821:52:17:
Aug 821:34:38:
Aug 821:16:58 ¢
Aug 8 20:39:24:
Aug 8§ 20:25:5
Aug 820112
Aug 820:01:32:

Aug 8 17:47:27:
Aug 8 17:43:45
Aug 7 23:52:46
Jan 112:14:3
Aug 213:21:50

1R A=

OJDRELZRZ & POTXDEBEREN R RENET.
FEATFEE KDFLLWOTERDET,

TORROIITA -V b

Euei2feint)

No. HBE® A&

BF e MIICLBREO—R
e QLR - BENSE) 3HT + BRI
- HiHE
100 : Web 7OtX
101 : AdvWeb 77Otz X
102: CLI7ZOtX
[Zofth FFRIERMA]
1 FHO— R - HER
000 : O > RIh
001 : OJA 2RI (Fv v aiBiB)
010 : OJ 1> %kH (JXRD— REEEW)
011 : OJA 2K (FPHT> REL)
020 : OJ KRB (ZPAD> hOw UEHET)
021 : OJA 2K (ZHAD> Oy URA)
[Z it fFRIERA)

2 B (Web 7R, AdvWeB 7z, CLI 7UTR) XTODAt f5RILEFR
3 RIERNS (ag-r>) X2t FFRILERA
4 TER (BIh. KB X2t FFRILERA

5~9 Fl1~4 IR - RFAB IC KBNS 2R8I BERIER




5-16. @@Oy
1. BEYVILOAZa1—hm5, [OY] - @EOYJ] 20UV IUET.
BBROT—BOR—HARREINET,

BIROIBESEA STOOTBE
SCERERR BEYAS R{ETIP RiSmA—t B{E5EP ST~
18 2024/08/08 23:04:05 ubp 10.66.21.246 52001 255.255.255.255 8612 BT
17 2024/08/08 23:04:05 uop 10.66.21.100 137 10.66.21.255 137 BT
16 2024/08/08 23:04:01 ubDP 10.66.21.171 59242 255.255.255.255 50575 BT
15 2024/08/08 23.03:56 ubpP 10.66.21.171 59241 255.255.255.255 50575 BT
14 2024/08/08 23:03:52 uopP 10.66.21.246 51999 255.255.255.255 161 BT
13 2024/08/08 23:03:52 ubDP 10.66.21.246 51998 255.255.255.255 161 BT
12 2024/08/08 23.03:52 ubpP 10.66.21.47 137 10.66.21.255 137 BT
11 2024/08/08 23:03:51 uoP 10.66.21.171 59240 255.255.255.255 50575 BT
10 2024/08/08 23:03:45 uop 10.66.21.171 59239 255.255.255.255 50575 BT
9 2024/08/08 23.03:42 ubpP 10.66.21.244 53378 255.255.255.255 161 BT
8 2024/08/08 23:03:42 uoP 10.66.21.244 53379 255.255.255.255 161 BT
7 2024/08/08 23:03:41 uop 10.66.21.171 59238 255.255.255.255 50575 BT
6 2024/08/08 23:03:41 ubDP 10.66.21.246 137 10.66.21.255 137 BT
5 2024/08/08 23:03:37 ubp 10.66.21.44 138 10.66.21.255 138 BT
4 2024/08/08 23:03:36 uopP 10.66.21.41 137 10.66.21.255 137 BT
3 2024/08/08 23:03:36 ubDP 10.66.21.171 59237 255.255.255.255 50575 BT
2 2024/08/08 23:.03:33 ubpP 10.66.21.246 62223 255.255.255.255 8612 BT
1 2024/08/08 23:03:30 uoP 10.66.21.171 59236 255.255.255.255 50575 BT
[
%5
A

I5H nE

No. DO‘ODJ‘E bﬁ%b“ﬁr_\énaﬁ:o BESN/RERBEE, KoFrunOdEmnxEd,
DRX iEEE LITimS. 1 hSRELET .

SOERAFRE RIZIEREN SN TWLDIGEE., OJ0REURAINRRENET.

BES1T IP /4w hodfERI (TCP. UDP. ICMP 72 &) hFERENET,

FIETT IP BIEDRRTIRDHERD IP 7 RLANKRENET .

FSTTR— BIEOEAICIRDHEBROFERAR— MESHTRENFET,

XEFEIP BIEDFETT(CIRDHERRD IP 07 RL AWK RENET .

EIEFAR— ~ BIEDFES(CIRDHMBRDERAR— MESHRRENET.
BEMET UIZEBANKRIRENET,
o [IEERTI . [#TI

@ BEMTIONIZEICRREINET,

o [9ALT7 TR
BETYI I ETEZ BENBRPTET. H3VWIRTISTZERTER
Mo ERICRRSNET.




5-17. &k
1. B/EV—ILOAZ1—H5, [OJ] - BEROI] #0UvoOUFET,

B0 —BOR—HAFRRENET,

S 12
SERFOZ
BFOJBED 2TOOUEE
BEYAT FETTIP FiEmi— BEIE5IP
55 2024/08/12 02:04:46 uDpP 10.66.21.171 62818 255.255.255.255 50575 =T
54 2024/08/12 02:04:40 upp 10.66.21.171 62817 255.255.255.255 50575 ®T
53 2024/08/12 02:04:40 uDP 10.66.21.246 137 10.66.21.255 137 BT
52 2024/08/12 02:04:40 upp 10.66.21.246 137 10.66.21.255 137 “T
51 2024/08/12 02:04:39 uDpP 10.66.21.246 137 10.66.21.255 137 BT
50 2024/08/12 02:04:35 uDP 10.66.21.171 63916 255.255.255.255 50575 BT
49 2024/08/12 02:04:34 upp 10.66.21.246 58727 255.255.255.255 161 “wT
48 2024/08/12 02:04:34 uDpP 10.66.21.246 58726 255.255.255.255 161 BT
47 2024/08/12 02:04:30 uDpP 10.66.21.171 63915 255.255.255.255 50575 =T
46 2024/08/12 02:04:24 upp 10.66.21.171 63914 255.255.255.255 50575 ®T
45 2024/08/12 02:04:20 uDP 10.66.21.171 63913 255.255.255.255 50575 BT
44 2024/08/12 02:04:19 uppP 10.66.21.246 58721 255.255.255.255 8612 “wT
43 2024/08/12 02:04:19 upp 10.66.21.246 58721 255.255.255.255 8612 ©T
P

EH NES

No. Dd@ﬁbﬁ%ﬁﬁ%éﬂi?°ﬁ%ﬁk§<@5&£\&Dﬁbmmdt@bijo
DRX i EBEFUIHZE. 1 hSHIELET.

SCERIFRA BRI EN TN TGS, OJOREUEBINRRESNET,

BEY1T IP )Wy hoDfERI (TCP. UDP. ICMP 72&) WFRRESNET,

FAET IP BIEDRRICIRDHERRD IP 7 RLANKRENET,

FlSTTR— BIEOER(CRDMEBOERAR— MESHRRSNET.

EEFXIP BISDTESE(CIRDHEERD IP 77 RLANRRENE T,

RSN~ IBIEDIEE(CIRDHBRDERAR— MESHRRENET.
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COETIF. EHEODRAT—HIRZSBIBIHECDNTHIBULETD,

6-1. LAN

1. LANAADBEEREE FHEY—ILDAZ1—m5. [RFT—HX] - [LAN] 20Uy DI UTERRS
N3 [LAN R —HXKREH | DNSHEEITDIZENTEFET,

LAN
LANAT—% R
MACT FL-2X
P77 ELX 192.168.62.1
YRy bRRY 24
AT—F A LAN fiz el
AT —48 A WAN HEEH
SEEIA B 11099891
S/ Ty R 16475
FEETS O 0
B/ B 18843427
FE/ Wy MK 86810
FEIS-OH 0
I5E nE
MAC 7 RL- X DRX D MAC 7 RLARFRENET .
IP7RLX DRX @ IP 77 RLAWFRENET
HI Ry AR DRX DY TRy NRRAINEREINET
[ LAN/WAN 18 DI5E]
AF—=H =X
LAN: LAN 7R— BAD LAN $EGiias DIEFHREN R RSN E T,
WAN: WAN 7R— hAD LAN 5B OEFIRBIRRENE T,
[ LAN/LAN 18R DI5E]
AF—HR
Bridge-LAN1: LAN1 7R— b/AD LAN $EHEERDIZFHREEN R RSN T,
Bridge-LAN2: LAN2 7R— hAD LAN $EGHEER DIRFREEN FRoRSNE T
eI = DRX MBEE LT — 5 D/ A MIDRRENET,
XM=/ Ty bR DRX MSXELET — 5D/ Ty MIRFRRENE T,
SETS—E% %Rx NBFT—FREZITOIZRICHE UL IS — BRI IRRENE
SE/ 1 MR DRX TR{ELIZT — I D/ A MR RENET .
22/ Ty MR DRX TRELT=T — D)y MW RRENE T,

RIEIS [ DRX B’ —FZEZ(T o IERICHE LIS —EROBETIRTENFE T,




6-2. £/ \1)LiE{EimK

1. ®EY-IDOAZa1—n5. [RF—FHX] - [B/\AILBERR] 20y ILFT.

[E/\AILBEHARRAT —F ] DR—HPFRRENFT.

)1 LsfERAR

P
/LR OBIEIRE

1 mopera.net

T/ \AILBEIRRDAT —FA—E

=[S S
JOoJr7AIL RTEES U CUV\ B ORISR TR EES TR RUE T,

&Gt 1Bk

RTEER U TV D ERROIERISEZFRUET .
REGIF(IZEACRDFET,

RTEEH U TV D EHRROIEFISEDAETZFRRLUE T,

e XE
SR R IZTECRDET.
BE LB OEGEORIEDRENFTRENET .,
252 (BHlRR] 2OUv IR E,. BIEOREELDFEUSSBTEET,
>
© RF—HZADFEMCDONTIE, [RF—IRBEEDRE—LS] 2B
=0,
(43541 ~#8] ENBNOEHRDES S (X T BIEEEMERITVET.
[ R OERRC T T BB EEITVE T,
124E [ ] SEEENCLET, RE. [BP] #OUYITIECRERNDTEEZ D
= WESICUET,
" BEEEMCLET, KE. [EH] (CR>TOIBEEBEFZDLSIC
(53] i

RATF—HAEEDRE—E

AT —H AR YREE MOBILE S > DirkE
R LR BB EREEmR) SEE LI RE TS AT
B LEERRESCRBENTOESN. SIMAKE
. Ao F v UPOESRERNEL DTV, TOT7
o AILKRBRREDERT. B/\AILBEHFRNEETER
RETT
EIAILEEY — EXEE, REEENRET) \ILBE
ﬂ’ 1
e SR DU LR T > T BREE TS AT
E/INAILEEY—ERIEIEBWELTULE TN, APN ([TIBHL T
R WRVVREET S . SR/ IERmTEER T D 7 (LG AT
SURERENET.
APN ADIEFIME (T > TV BRET T
ST [TOTPIVe] . [k R . (B XE) (CF S
FHROBRN R R ENET.
APN ([CHER LT, B/ A LBETRRE TS
BHET [TOTPAIV] . TGS R . (B 4T (O ST

FIROBIRNTRENE T
e TIREN SIRMLIEZTT D TLSIRRET I,

PGS SHAT
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2. EB)\AILBERKRANDBEREOFME. [/ \1IILBEREKRAT—FR] - [FHlFRR] 20w
IUTERREND B/ \AILBEHKRBEDFHRR] ORI LN TEFET,
£/ AILBiEimAR
T/ ILmRER—E

=) AMM7101

N=—=3> 08-00

IMEI - ——

IcCID - e e

EREES - e

’

EIRAIBERT—F A

077 A& 1

AT—HA R T

APNE, ———

a-—H4

BIESEEER roaming(auto)

7T HLNIL Eif4 (-101dBm BL_E)

EFRIRE 1775.00

EiRAEE (dBm)

ERmE

PP LR - .

YRy A 24

Zr=FDms? - e 1 .

DNSH—/(1 o T8 1)

DNsH—/t2 . 101N
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T/ AI)UinRIEIR—E

68 XTF—HX

EH RE

T T/ \AILBERKDETILENERRENET.
N—==3> E/\AILBEIRERD FW -3 >R RESNFE Y.
IMEI T/AILBEIHRKRD IMEI NFRRENET .

ICCID T/\A)LBEIRKD ICCID ENFRRENE T,
BREES SIM DBFEFSHRRENET.

E/\AILBERT—FX

BB NES

JOJ71IL& RTERER U TV D EHROIBEFISE DR ER S ZRRLUE T,
AFT—=H R FHIE U ERROBRORTEOREBIRTREINE T,

APN & RE LT OTZRA > MAD APN EHERRSNET,
1—-Y4% BELURI-YENRRENET,

BIESEEBR REERLU TV IBESEEDBRIRTENET.
AR T/ \1ILBERKRDERBIEIS(MHz) B&RRENET,
7T FLANIL T FLNIRTRENET,

EIREE E)\A)VBEHRKROERKBE(IBm) HERREINET,
BRRE T/ AILBEHROBERERENKRENET,

IP 7RLX TOIA B IERENSEIDE TSN, IP P RLANWERRENET,

HIRwY hYXT (x1)

BTy BRROZRRENET,

S—hoJxTA (*1)

F—hITADIP 7 RLANRRENET . (¥2)

DNS H—/U1 (*1)

DNS H—/U1 D IP 77 RLAWTRRENET .

DNS H—/{2 (*1)

DNS H—/{2D IP 7 RLANKRENET,

e VAN 5

B/ AILBERR TEE LT -5 D) A MR RENET,

XS/ Ty Y

E/\AIVBEIRKR TEE LT YD/ oy MIRRENET.

XETS—E

E/NAIVBERRTT —IEEZTOERCHE L. TS —EHOBEHRR
NFEY,

RIE) A1 L

E/IAILBEHRRTRIELT — 50 A MR RENET,

RIE) Ty bR

E/NAIVBEIRKR TRIELET —YDH/ oy MIRRENET .

REITS—OE

ENAIVBERRTT —IREZTOERCHE L. TS —EHOBEHRR
=NFERY,

*1 : MBIM E— ROFDFRRERDET, ECM E— RTIEIFREINFE A
*2 0 2w NDO—=0 ERERIRIP 7 RLADES., EBEORY MDO—0LICIEFFELEEA.




6-3. HARLAN

1. REY-ILDAZa1—n5. [RF—FX] - [HERLAN] 20Uy IUET,

MR LAN] OR—SHRRSINET,

HEHRLAN
FERLAN
AF—F2R BES
I = S R R
1 a2iccie3:5a52:74 ttt_drx

IR LAN X5 —5 X

158 RE
[EhE] AR LAN ([CEREL TV FHROMEIEL CLBIREETT .
[EDgReR AR LAN ([TER LTV FHROTFIEL TLVRVREET Y.

S LAN — &

1S AE
No. AR LAN (CHERE U TV D FHROEBRIESHIRRSNE T,
MAC 77 RL-X IR LAN (S U TLDFHED MAC 7 RLADRRENE T .

SSID BAR LAN (T3 U TULVDTFHED SSID DERINERRENE T,
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6-4. WAN

1. WANADBEIRER, HEY—ILDAZ1—m5. [RF—HX] - [WAN] 20Uy oLT
FREND [WAN RFT—HIARREEH] DSERI DT ENTEFT.

WAN
WAN/DHCPZ 51 F > |~
1#E il DHCPEEE:
/
MACT LR
P77 ELR
HIxy RS 24
==
DNSH—/(1
DNSH—/(2
S ML 660519 /(A I~
BAE)T Y B 13543 )7y
BFEETS O o
T2 R 162153097 /{1
FE/ Ty b 2603569 /7w =
SEIS—E o
/

[LAN/WAN #BDI5A] (1P BEEUS. P FEIERTE. PPPoE IEREEIR)

"E wa
- WAN Bl SR % B8] K5 ohEm S hEd. WAN BlE OEE £
5 55 1w R
LG O] Ry 0 SBERTUYILET

B o WAN il & bk [UIH7] AR UARFRINET, WAN BlEDBIEZEY)
e HEEEI)v I LET,

[DHCP BHUE] /R5> DHCP ZHBEYELET,

MAC 77 RL- R MAC 77 RL AT RENE T,

P77 RLX WAN I IP 77 RL AW FRRENET .

BIxy bYRY WAN fIDH TRy hRRXIDNRRESNET.

g—hoxA WAN RIDF T A4)L b — b T A AFRRENFET

DNS 5—/(1 TS4< YU DNS H—)IBRRENET,

DNS 55—/ 2 £H>FYUDNS B—)HRRENET.

XS/ A bR WAN RISIXE LTeT — I D) A MR RENFTY .
XE) Wy MK WAN RIICIRELTeT — S D/ Uy MIDRRENFTY .
SETS — B \Q[AN RICT—FEEZITOERICRE LIS —BHOHBET IR RENE
RS/ R WAN I 525 UTeT — I D)\ M FRRENFT.
RE/ Ty bR WAN IDNSZE LT —F D) oy MR ENE T,
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IPsec

1. SJBEV—ILDOAZa1—H5, [RF—HX]
IPsec A7 —FXADR—HERRSINET,

[IPsec] Z0Uw O UZETY,

IPsec
p
IPsecBIEDIREE
test01 0.0.0.0 192.168.64.0/24 iSHkh E:2
A
p
IPsecRAT—4 A
0ee using kernel interface: netkey
@0 interface lo/lo 127.9.0.1:45@0
@0 interface lo/lo 127.0.0.1:50@
200 interface ethl/ethl 10.66.21.123:45@0
0ee interface ethl/ethl 10.66.21.123:5€@
eee interface br-lan/br-lan 192.168.62.1:4500
0ee interface br-lan/br-lan 192.168.62.1:5€8
0ee interface wwan@/wwan@
0ee interface wwan@/wwan@
eee
eee
880 fips mode=disabled;
0888 SElinux=disabled
888 seccomp=unsupported
ees
888 config setup options
ees
800 configdir=/etc, configfile=/etc/ipsec.conf, secrets=/etc/ipsec.secrets, ipsecdir=/etc/ipsec.d
800 nssdir=/etc/ipsec.d, dumpdir=/var/run/pluto, statsbin=unset
888 dnssec-rootkey-file=/var/lib/unbound/root.key, dnssec-trusted=<unset»
088 sbindir=/usr/sbin, libexecdir=/usr/libexec/ipsec
880 pluto_version=3.32, pluto_vendorid=OE-Libreswan-3.32, audit-log=yes
880 nhelpers=-1, uniqueids-yes, dnssec-enable=yes, perpeerlog=no, logappend=yes, logip-yes, shuntlifetime-088s, xfrmlifetime-=28s
088 ddos-cookies-threshold=58008, ddos-max-ha s -mode=auto .
v
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IPsec 58 EDTOT 7 A ILEHERRESNET,

BYFEEHREIOT7AIVEZRES S,
(BFRIOTOIT7AILAENERDEFY)

HBFIPT7RLX

IPsec BEZITOEFEDT RLANTRENE T,

HFRY DT

IPsec BEZITOHFEROO-NDILRY ND—0F RLANRRESNET,

AE

AECHRESNEXFIINRRENET .

AF—H X

SRE LTz IPsec DIRTEDIRBEEN TR RENE T,

O XAF—HRADFEMCDONTIE. [RF—FX—E] #ZELLZEL,

i)
##1F

ERBEZEITVET,

[tnif]

UM EZITLVE T

IPsec A5 —4 X5¥H

IPsec DR T —HF ADFEMNTRREINET .

2F—9A—E

AT —F AR

VPN S > DiREE

i3l

IPsec

HMENBNCIRDTNET.

AT

n3Ech IPsec &%

T2 TVET, THAT

IPsec ¥&#ita%

T .

Tz
TE(

FTONTNEIN, IPsec #Efiiaindr TLVRLVIREET

AT

IPsec #ZITHE D LELTVET . COREBHIERLGELIHE

SHENE

T

B TLWBSHNEFRNAT S > (T TM%%@F‘?EE_GQ%%_C%U SHAT
WETBEMN' S D FET,

T T

IPsec RN ER (CITXTTIRRET T, [=Vd}




6-6. PPTP

1. EBEY-IDAZ1—n5. [RF—HX] - [PPTP] Z20UvOULET. PPTP RT—HF XD
R=INPRRENEFT,

PPTP

PPTP 51 77> HODIBGHIRER
test 192.168.63.100 up

I5H NE
No. PPTP sREDBE LUESHTREINET,
d1—-54%& RELZI-TENERRENET,
DSATREDETIPZRLA  O3A4F7 2 NMIEIDHTRZIP 7 RLANFKRENET.
XE AE(CERESNEXFINTRRENET .
2553 REULIZ PPTP _0)@&@47&?_5\73“?_%%\311&‘92 ) ‘
8 XF—FADFERICONTE. [XRF—FX—H] 2ZEBIZE),
1BIE [tniR] CIBRENMERZITVET .
AF—H9X—E&
RF—H AR RRE VPN 5> T DIREE
(Z=H) PPTP sRTENEEHICIRD TLET, AT
. Z_POTP BEREATONTVETN,. PPTP EHZ A CLVRLMRRET 4T

e PPTP RN EE (CITRITIREET T, T




6-7. L2TP/IPsec

1. REYV-IDAZ1—m5, [RF—FX] - [L2TP/IPsec] #OJwv I ULET,
L2TP/IPsec R —HADR—ZHRRSNET .

L2TP/IPsec

L2TPD S+ 72 HORESEIRE
test 192.168.64.200 up

IEE Mz
No. L2TP/IPsec EDE LBESAERENET,
1-54% BELEI-HENRRENET.
OSATUREDETIP FRLR OS5 T> MNCEIDSTE IP 7 RLABERSNET,
XE XECRESNEXTINERENET.
_ 87 Uz L2TP/IPsec DBEDIREN RRENE T,

AT—FA © RF—HRADEMONTE. [RF—HZ—E] 2B,
1RIE (&) FIMFBIE RTINS,

RF—HIR—E

2F—HRER R VPN 5> T DiRfE

(Z2E) L2TP/IPsec SREDEM (C12> TLET, AT

g LZTP/!BSGC BEETE>ITHONTWLETH, L2TP/IPsec &z itd» TLY ST

RUVMRET T

b orletl L2TP/IPsec N ER (CITRITIRRET I, =T




6-8. DHCPEID =T

1. DRX®DHCPF—JJLIZE. /EV—ILDOAZa1—H5, [RF—4X] — [DHCPEIDHT] &
IUwIULTERRESND [DHCP EIDYT| hBSHERIBIENTEFT.

DHCPEIN YT

DHCPEID LT Bz FToRLET.

I 7 S 7> S

1 192.168.62.129
I5H RE
IP7RLX DRX LAN HJIC352 LAN $Ee#es (CEIDH T IP 7 RL AR RENET .
LD IP 7 RLRZMSENIZ. LAN R0 MAC 77 RLABFRRENET .
o] >=—"7 X! W

MAC 77 L2 I DRX Z#Hi2#) IS &, DHCP T—JILIEIARTULY hEnxEd,

B 5iEaE. I517> M50 IP 7 RUREDETEREZIIIZ2IT, BE
DHCP F—JJLICEFENE T,

6-9. hUF—

1. ®EY-ILDAZa—n5. [RFT—FX] - [MIH-] ZT0UYIULFET.
RIH—RFT—HFRADR—ZHERRENE T,

R U~
rUS—BEO—EEFRLUET.
1 trigger enable
|| NE

NUH—DIL—-T ERR UTe RUH—D R —BRRRENET .
~NUB—DIRENRRENZET,

NG A% : enable
&3 : disable




TR

REYV—ILDAZ1—M5. [ARFT—FX] - [HEBER] 20Uy IULET.
BREBBIROR—HFRRENFET.

FEIEEHR

IZEER

default via dev wuane proto static src .
dev ethl proto kernel scope link src
102.168.62.9/24 dev br-lan proto kernel scope link src 102.168.62.1
dev waan@ proto kernel scope link src -

6-11. #&HelFHk

1. ®EY-ILDOAZ21-m5. [RF-FX] - [EHEBER] 20 Vv ILFT,
ERIBRDR—NFRRENET .

e e EE

BEIER

ipva 2 tep 6 42 TIME_WAIT src=192.168.62.117 dst=192.168.62.1 sport=68443 dport=86 packets=18 bytes=1582 src=192.168.62.1
dst=192.168.62.117 sport=88 dport=68443 packets=9 bytes=662 [ASSURED] mark=8 zone=8 use=2

ipva 2 tep 6 50 TIME_WAIT src-192.168.62.117 dst=192.168.62.1 sport-68449 dport-86 packets-19 bytes=1582 src=192.168.62.1
dst-192.168.62.117 sport-8e dport-62449 packets=9 bytes-662 [ASSURED] mark-@ zone-@ use-2

ipva 2 udp 17 20 src-192.168.62.104 dst-192.168. 37 dport-137 packets-3 bytes=234 [UNREPLIED] src-192.168.62.255

dst=192.168.62.164 sport=137 dport=137 packets=8 bytes=

ipva 2 tcp 6 66 TIME_MAIT src=192.168.62.117 dst=192.168.62.1 sport=60468 dport=80 packets=19 bytes=1582 src=192.168.62.1
dst=192.168.62.117 sport=86 dport=68468 packets=9 bytes=662 [ASSURED] mark=6 zone=8 use=2

ipvd 2 tep 6 7439 ESTABLISHED src=192.168.62.117 dst=192.168.62.1 sport=60584 dport=80 packets=6 bytes=1425 src=102.168.62.1
dst=192.168.62.117 sport=88 dport=68564 packets=5 bytes=333 [ASSURED] mark=8 zone=8 use=2

ipv4 2 top 6 27 TIME_WAIT src-192.168.62.117 dst=192.168.62.1 sport=6@431 dport=80 packets=10 bytes=1582 src-192.168.62.1
dst=192.168.62.117 sport-8¢ dport=6@431 packets=0 bytes=662 [ASSURED] mark-@ zone=@ use=2

ipv4 2 udp 17 58 src=192.168.62.104 dst-192,168.62.255 sport=138 dport=138 packets=1 bytes=220 [UNREPLIED] src-192.168.62.255
dst=192.168.62.164 sport=138 dport=138 packets=@ bytes=6 mark=e zon use=2

ipva 2 tcp 6 7420 ESTABLISHED src=192.168.62.117 dst=182.168.62.1 sport=51494 dport=22 packets=519 bytes=46046 src=192.168.62.1
dst=192.168.62.117 sport=22 dport=51484 packets=489 bytes=37502 [ASSURED] mark=8 zone=@ use=2

ipvd 2 tep 6 3 TIME_WAIT src=192.168.62.117 dst=192.168.62.1 sport=68414 dport=88 packets=10 bytes=1582 src=192.168.62.1 dst=192.168.62.117
sport=80 dport=68414 packets=0 bytes=662 [ASSURED] mark=8 zone=8 use=2

ipv4 2 top 6 34 TIME_WAIT src-192.168.62.117 dst=192.168.62.1 sport=6@435 dport=80 packets=10 bytes=1582 src=192.168.62.1
dst=192.168.62.117 sport-8¢ dport=6@435 packets=0 bytes=662 [ASSURED] mark-@ zone=@ use=2

ipv4 2 tep 6 10 TIME_WAIT src-192.168.62.117 dst=102.168.62.1 sport-6@425 dport-89 packets=19 bytes=1582 src-102.168.62.1
dst=192.168.62.117 sport=8@ dport=68425 packets=9 bytes=662 [ASSURED] mark=6 zone=e use=2

ipva 2 tcp 6 11 TIME_WAIT src=102.168.62.117 dst=192.168.62.1 sport=6042e dport=30 packets=12 bytes=1582 src=102.168.62.1
dst=192.168.62.117 sport=86 dport=68420 packets=9 bytes=5662 [ASSURED] mark=6 zone=8 use=2

ipvd 2 tep 6 58 TIME_WAIT src=192.168.62.117 dst=192.168.62.1 sport=6846@ dport=80 packets=18 bytes=1582 src=192.168.62.1
dst=192.168.62.117 sport=86 dport=68460 packets=9 bytes=662 [ASSURED] mark=8 zone=8 use=2

ipv4 2 top 6 71 TIME_WAIT src-192.168.62.117 dst=192.168.62.1 Sport=6@478 dport=80 packets=0 bytes=1549 src=192.168.52.1 dst=192.168.62.117

sport-80 dport-66478 packets-8 bytes=762 [ASSURED] mark-@ zone-e use=2




6-12. D7 A7 IA—)LiXEAE

1. ®EY-IDOAZ21-—n5. [RF—HFX] - [T7AT7IA—)LERE] 20 )V IULET.
T7ATIA—IEEDR—ZHRRENFET .

IT7AVIA—IEENS

BERE

Chain INPUT (policy DROP)

target prot opt source destination

ACCEPT all -- anywhere anyuhere 7% 13 x/

ACCEPT all -~ anywhere anyuhere ctstate RELATED,ESTABLISHED /* Ifu3 */
ACCEPT all -- anywhere anywhere ctstate RELATED,ESTABLISHED /* !fu3 */
syn_flood tcp -- anywhere anywhere tep Flags :FIN,SVN,RST,ACK/SYN /¥ 1fu3 */
ACCEPT udp -~ anywhere anywhere udp dpt:isakmp /* 1fu3: filter2s */
ACCEPT udp -~ anywhere anyuhere udp dpt:456@ /* !fud: filter2? */
ACCEPT esp -- anywhere anywhere /% 1fw3: filter28 ¥/

ACCEPT tcp -- anywhere anyuhere tep dpt:1723 /% 1fw3: Filter3l */
ACCEPT gre -- anywhere anyuhere 7 1fu3: filter32 */

ACCEPT udp -~ anywhere anywhere udp dpt:12f policy match dir in pol ipsec /* !fu3: filter3s */
zone_lan_input all -- anywhere anywhere ARt

zone_wan_input all -- anywhere anywhere /% 13 %/

zone_mobilel input all -- anywhere anywhere 7% 1Fu3 </

zone_use_input all -- anywhere anywhere AR

reject all -~ anywhere anywhere 7 13 #/

Chain FORWARD (policy DROP)

target prot opt source destination

ACCEPT all -- anywhere anywhere ctstate RELATED,ESTABLISHED /* !fu3 */
ACCEPT all --  anywhere anywhere ctstate RELATED,ESTABLISHED /* !fu3 */
zone_lan_foruard all -- anywhere anywhere 7% 13 v

zone_wan_forwuerd all -- anywhere anywhere 7% 13 *f

zone_mobilel forward all -- anywhere anywhere /¥ 1 v/
zone_use_foruard all -- anywhere anywhere VAL ey

reject all -- anywhere anyuhere POl

Chain OUTPUT (policy DROP)

target prot opt source destination .
scccor o T J
1
6-13. AKIEk
1. WEY—IDAZ1—m5, [RF—HR] - [AER] 20UV IULFET,
AAERDON— SHFRENET

ARIER

FEBEBOBERER
T7—LOTTIN=Z=> DRX5010 RoosterOS 2
2PUTILES DR PO
MACT L R (LANT) 00:
MACT FL R (WAN/LAN2) 00: o
BE [C] 525
=E M 1.8

/

IE5H |
J7—AhDTT7N-=23> I7—=LDIT TN\ —Z 3 >HRRENET,
SUTIIES DRX DARBED UF ) ESHERRSNET .

i

MAC 77 RL-X (LAN1) LAN 1 1D MAC 77 RL ANTRRENE T,

MAC 77 RL-X (WAN/LAN2) WAN/LAN2 fldd> MAC 77 RL ANFKRENET .
BE [C] DRX OAKAEBORENFTRENET,
B|BE [V] DRX DEBEENKRENET,




6-14. OY> RET

1. J®EY-IDOAZa1-—n5. [RF—FX] - [OAXPRFET] 20UV IULFT.
IR REITOR—IHRRENZE T,

Traceroute Nslookup

HE v
£

ETER

PING 192.168.62.1 (192.168.62.1): 56 data bytes
64 bytes from 192.168.62.1: seq=8 ttl=64 time=0.245 ms

64 bytes from 192.168.62.1: seq=1 ttl-64 time=0.248 ms
64 bytes from 192.168.62.1: seq=2 ttl=64 time=0.236 ms
64 bytes from 192.168.62.1: seq=3 ttl=64 time=0.237 ms
64 bytes from 192.168.62.1: seq=4 ttl=64 time=0.246 ms

--- 192.168.62.1 ping statistics ---
5 packets transmitted, S packets received, @% packet loss
round-trip min/avg/max - ©.236/0.240/0.246 ms

2. Ping
IHE AE
55T Xy ND—DDREEERITDIP 7 RLAEADLET.
X{ETT RETDORY NI—DOZEBERUET .

3. Traceroute
IHE AE
55T Ry hI—TRBDOURA NERRIDIP 7RLRAZANDULET.
X{ETT RETDORY NI—DOZEBERUET .

4. Nslookup
B[S AE
RX1> FQDN &M5 IP 7 RLAZRRI D RAA 2 BZANUET,

5. Arp
158 AE

[show] :ARP F—J)L&=&XKRLET,
[clear] : ARP F—JILZEHEEULET.

P ARP F—J )L ERRFL(THEITBIP 7PRLRAEADULEY,

BE

6. ERIIHECHBERBIREANTNS [ET] RYARLET,
7. OXRDRETE. [FTER] CRTABHRREINTT.



Hih— bhDCE

| SHIEROAF
DRX (B9 BRFERIL. BHR—LAR—ZHBSAFIBRITENTEFET,
Fle, NN—g > Py IBERICOTEFLTELABHULUTEDEY,

« ABBNAR->

https://www.sun-denshi.co.jp/sc/product_service/router/

| THER - SEVAaDE
DRX ([CEY 2 ZERIPERVEDEE. FRAERBERVNET .
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o B 0587-53-7606
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